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Abstract nity to use transistors to improve software robustness. For exam-

ple, Prvulovic and Torrellas proposed ReEnact [31], which uses the

This paper makes two contributions to architectural support fastate buffering, rollback and re-execution features of Thread-Level
software debugging. First, it proposes a novel statistics-based, ®peculation (TLS) to detect data races on the fly. Xu et al designed
the-fly bug detection method calléC-based invariant detection.  the “flight data recorder” [39], which enables off-line deterministic
The idea is based on the observation that, in most programs, a givesplay and can be used for postmortem analysis of a bug. Our pre-
memory location is typically accessed by only a few instructionsvious work on iWatcher [40] provides a convenient and efficient ar-
Therefore, by capturing the invariant of the set of PCs that nokhitectural framework for dynamic monitoring. While recent work
mally access a given variable, we can detect accesses by outfigovides a good foundation, architectural support for software de-
instructions, which are often caused by memory corruption, buffasugging is still far from providing a complete solution. This paper
overflow, stack smashing or other memory-related bugs. Since thiskes another step toward the goal of improving software robust-
method is statistics-based, it can detect bugs that do not violate angss.
programming rules and that, therefore, are likely to be missed by Many methods have been proposed to detect bugs dynamically
many existing tools. The second contribution is a novel architeaturing execution. These methods can be classified into two cat-
tural extension called th@heck Look-aside Buffer (CLB). The CLB  egories: theorogramming-rule-based approach and thetatistics-
uses a Bloom filter to reduce monitoring overheads in the recentlyule-based approach. Methods in both categories check for viola-
proposed iWatcher architectural framework for software debuggingions of certain rules at run time, but they focus on different types
The CLB significantly reduces the overhead of PC-based invariaof rules. The programming-rule-based approach focuses on rules
debugging. that should be followed when programming in a specific language

We demonstrate a PC-based invariant detection tool cAlted such as C/C++. “An array pointer cannot move out-of-bounds” is an
cMon that leverages architectural, run-time system and compileixample of these rules. Much work has been conducted on this ap-
support. Our experimental results with seven buggy applicationsroach, including Purify [15], CCured [6, 28], SafeC [1] and Jones
and a total of ten bugs, show that AccMon can detect all ten buggd Kelly’s tool [19].
with few false alarms (0 for five applications and 2-8 for two appli-  The statistics-rule-based approach is a newly explored direction
cations) and with low overhead (0.24-2.88 times). Several existingat extracts rules (e.g., invariants) statistically from multiple suc-
tools evaluated, including Purify, CCured and value-based invariagkssful executions (e.g., in-house regression tests) or multiple peri-
detection tools, fail to detect some of the bugs. In addition, Purify’sds of a single long-running execution, and then uses these rules to
overhead is one order of magnitude higher than AccMon'’s. Finallgheck for violations in a later execution (or later in the same long-

we show that the CLB is very effective at reducing overhead.  running execution). This approach is promising because it can catch
bugs that may not violate any programming rules. Many statistics-
1. Introduction based rules such as value-based invariants (i.e., a variable's value

always falls in a certain range during normal runs) are related to

Software bugs significantly affect system reliability and avail-applications semantics. Such information is difficult to infer from
ability, accounting for as many as 40% of computer system faikhe code, and is too tedious to be documented or annotated by pro-
ures [24]. According to NIST, software bugs cost the U.S. ecorgrammers.
omy an estimated $59.5 billion annually, or 0.6% of the GDP [27].  Only a few studies have been conducted on the statistics-rule-
Memory-related bugs are among the most prevalent and difficult {9ased approach, and almost all are software-only solutions. Liblit et
catch of all software bugs, particularly in programs written in an ung| [23] uses statistical analysis to find the difference between abnor-
safe language such as C/C++. In addition, they are often exploitegal and normal runs for the purpose of providing more information
to launch security attacks [7]. for postmortem bug analysis. DAIKON [11, 12] and DIDUCE [14]

As micro-architectural innovations have significantly improvecgcus on detecting bugs on the fly by automatically extracting in-
performance, interest has recently risen in the architecture commygriants and detecting violations during execution. Both DAIKON
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Efficiency: Architectural support can significantly lower the over- that either do not have such information (e.g., because of fine-
head of dynamic monitoring because it does not need extensive grained pointer manipulation through various type-casting),
code instrumentation. Note also that such instrumentation can in- or do not violate pointer-type/object association (such as a
terfere with compiler optimizations. Moreover, it is possible to use wrong pointer assignment bug caused by copy-paste). Our
extra hardware to speed up certain operations. Both iWatcher and experiments identify two such bugs that are detected by Acc-
AccMon are examples that demonstrate this benefitA¢2)racy: Mon but are missed by programming-rule-based tools such as
Architectural support can avoid pointer aliasing problems and ac-  Purify [15] and CCured [6, 28].

curately capture all desired accesses to monitored memory objects. )

(3) Portability: Architectural support can be language-independent, ® Since AccMon uses architectural support to detect accesses to
cross-module and easy to use with low-level system code such as Monitored memory objects, it can detect memory corruption
the operating system. Moreover, it can be designed to work directly ~ that occurs in third-party libraries whose source code is un-
with binary code without recompilation. available. We have found one such bug in our experiments
Our Contributions. This paper proposes two innovative ideas ~ that is detected by AccMon but missed by the other tested
in architectural support for software bug detection. First, we pro-  tools.

pose a novel statistics-based method, cgdtedram counter (PC)-

based invariance, to detect memory-related bugsa the fly. This

idea is based on the observation that, in most programs, a given
variable is typically accessed by only a few instructions. We vali-
date this observation using statistical analysis with nine applications
(See Section 3). Based on this observation, if we can capture the in-
variant of the set of PCs that normally access a given key variable, ¢ Since AccMon relies on architectural support, it is language-
it is possible to detect accesses by outlier instructions that are of-  jndependent and easy to use for low-level system code, e.g.,
ten caused by memory corruption, buffer overflow, stack smashing  gperating system code. In our experiments, AccMon is able to

or other memory-related bugs. This is regardless of the values that  catch an extracted version of a real bug that exists in the latest
these instructions assign to the variables. version of Linux.

Second, we propose a novel architectural extension, called the
Check Look-aside Buffer (CLBY), that uses a Bloom filter [3] to re- e Although the current AccMon implementation uses source
duce the monitoring overhead in iWatcher. This extension takes ad-  code in order to exploit certain compiler-based optimizations,
vantage of the good temporal locality that exists in data accesses to it can directly use binary code without recompilation.
filter out a large percentage of monitored accesses. This extension
reduces the overhead by up to 80.6% in our experiments.

Based on the above two ideas, we have built an automatic, low-
overhead, low-false-alarm, PC-based invariant detection tool called
AccMon (Access Monitor, pronounced as “A-k-Mon”) that uses a
combination of architectural, run-time system, and compiler sup-
port to catch hard-to-find memory-related bugs. First, AccMo
leverages the iWatcher framework with the CLB extension to mon-" Backgr ound
itor accesses to key variables. Second, the run-time system auihl. Invariant-Based Bug Detection
matically infers PC-based invariants and detects violations of these . . . . . .
. ; . . . " Similar to previous invariant-based bug detection work such as
invariants. Third, AccMon uses compiler support to provide certalrbA

optimizations to reduce the amount of monitoring and prune false IKON [11, 12] and DIDUCE [14], AccMon can be used in two
ar;rms g P scenarios. The first one is debugging programs that fail on some

. . L ... inputs. It is common for many programs to work correctly on some
Our experimental results with seven buggy applications (with a . : .
total of ten bugs) show that AccMon can detect all ten bugs with few, puts (especially those tested in-house) but to fail on others, In-

9 . o gswr variant detection tools can be used to automatically provide debug-
false alarms (O for five applications and 2-8 for two applications)

. . ing information on failing cases by checking for invariants inferred
whereas several tested existing tools fail to detect some hiungs. ging 9 y g

particular, AccMon catches a bug in the be application that has from successful cases. The second one is debugging failures in
never been reported. AccMon also has low overhead (0'24_2.88I0ng-runn|ng programs. Some bugs occur only after the program

. S . . has executed for a long time. These bugs are very common in server
times), which is an order of magnitude lower than Purify [15]. Our g g y
rograms, and are usually hard to track down because they cannot

results also show that the CLB architectural extension and othE[e easily (or quickly) reproduced. Automatic invariant detection

Optxfagznis;gn:g(;::;iri?#gf g;/izrt?neadniémor bu detectior?nd checking tools can use a period of execution time before the

; . P ) 9 y-bug -~ .- bug occurs to extract invariants, and then continuously check for
tools, including programming-rule-based approaches and statlstlc\ﬁ- lations of these invariants during the remainder of the execution
rule-based approaches. This is because AccMon provides Sevetf)gldetect bugs

unique advantages, some or all of which are unavailable in other For the above two usage models, the dynamic invariant detec-
tools: . . ) .
tion and checking process has two phases: the training phase and
e Since AccMon is a statistics-based approach, it does not neéite bug-detection phase. The training phase tries to extract invari-
pointer-type/object information. Therefore, it can detect bugants from the program’s execution using good inputs in the first

YF]',F.
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e AccMon does not rely on variable values, and therefore can
detect bugs that do not violate value-based invariants. In our
experiments, AccMon detects six bugs that are very difficult
to catch using value-based invariant detection tools such as
DAIKON [11, 12] and DIDUCE [14].

e AccMon’s overhead is low. Moreover, AccMon uses the
iWatcher framework that can dynamically turn on/off moni-
toring with little overhead, completely eliminating the over-
head in unmonitored code. Therefore, AccMon can be used
on production runs.

































